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DISCLAIMER

Any statement, opinion, prediction, comment ,or observation made in this 

presentation/publication are those of  the presenter/author only and in no 

condition Should be construed necessarily representing the policy and intent of  

Reliance Industries Ltd.(RIL).The information presented here in are of  the 

presenter/author’s own and in no way RIL attracts any liability for any 

inconsistency or irregularity in terms of  the accuracy completeness, veracity, or 

truth of  the content of  the presentation / publication. In addition, RIL shall not be 

liable for any copy right infringement and misrepresentation for the presented 

content as  the content is presumed in good faith to be a creation of  presenter’s 

/author’s own mind. The scope of  this presentation/ publication is strictly for 

knowledge sharing purposes and not necessarily to provide any advice or 

recommendation to the audience /readers. Any endorsement, recommendation, 

suggestion, or advice made by the presenter/ author shall be in his personal 

capacity and not in professional capacity as an employee of  RIL. Any person 

acting on such endorsement, recommendation, suggestion, or advice will himself/ 

herself  be responsible for any injury/ damage.



MANAGING 
RISK

How do we Manage Risk

Significance of a Risk Register

Identifying Risk and barrier owner

Benefits of barrier management



Risk Management is a process of 
identifying the Risk, analyzing its 
impact and developing strategies 
to mitigate / minimize the risks. 

A prime focus of risk management 
is on the prevention of incidents by 
the introduction of appropriate 
layers of control measures. 

Risk assessment is a process 
approachable, understandable, 
manageable incorporation of the 
physical processes potentially 
acting on a pipeline: external 
forces, corrosion, cracking, human 
errors, material changes, etc.



Barrier 

Maintenance

Worst 

Credible 

Risk(RI)

Control 

/ Mitigative 

Barriers

Net Risk 

Level

(RII)

Proposed 

Control 

/ Mitigative 

Barriers

Future 

Risk(RIII)

1. Strategic and 

commercial

2. Safety and 

Operational

3. Compliance and 

Control

4. Financial

1. Health

2. Personal Safety

3. Process Safety

4. Security

5. Environment

6. Transportation 

Safety

7. Physical 

Assests

8. Product Safety 

and Product 

Quality

1. LOPC Major 

Accident

2. LOPC – Other 

Process Incident

3. Stored Energy

4. Natural Events

5. LOPC Pipeline

6. Third Party 

Related incident

1. PHA

2. COW

3. Incident

4. Audit

5. External

6. Others

1. People

2. Asset

3. Environment

4. Reputation
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BASIC STEPS OF RISK REGISTER

Identify risk

1

Define Risk 
Event. 

2

Assign Risk 
owners for 
each Risk.

3

Estimate the 
likelihood and 
consequence 

4

Create a risk 
response plan. 

5

Effective 
barrier 
Management 
Program/ Plan

6



STEPS FOR 
RISK 
REGISTER

Identify Risk

Risk identification is a process that involves all 
cross functional team who are experts in relevant 
discipline. It is important to analyse all past 
incidents, MOCs, PHA Studies , operational 
constraints 

Define the Risk Event 

Describing the risk event is important as the Risk 
itself as it shall mention the cause of the event 
specific to the functional location and the 
consequence on its occurrence. 



STEPS FOR 
RISK 
REGISTER

Assigning Risk Owners

It Is important to do the mapping of the Risk to the actual 
Risk owners. Risk owners are the personnel who is 
associated with department or function related to that 
Risk and is best placed to understand the Risk. First has 
limited severity to an individual and the latter can be of 
large severity

Estimate the probability and consequence of 
risks.

Proper Judgement is important when doing the analysis 
for eg., the risks attendant on transporting radioactive 
waste are perceived by some people as far greater than 
the risks attendant on transporting hydrocarbon in tank 
trucks, when in fact the latter are considerably larger. 



STEPS FOR 
RISK 
REGISTER

Create a risk response plan.

Risk response Plan or the barrier management is very 
important in reducing the risk to desired ALARP level. 
Barriers as the risk response shall be Big, Strong and fast 
to act when the event occurs. In the layers of protection, 
the main focus is on the preventive barriers like the BPCS 
system, Critical alarms and Operator response , SIS 
systems which prevents the occurrence of the incident. 
Mitigative barriers like the F&G systems are essential to 
prevent the progression of the event..



KEY 
DEFINITIONS

Worst Credible Risk (RI) – Risk considering 
ultimate consequence severity considering failure 
of barriers or protection layers 

Net Risk (RII) – Risk considering credit for barriers 
or protection layers (by applying judgement and 
barrier credit rules)

Future Risk (RIII) – Residual risk after 
implementation of recommendations considering 
revised consequence (if impacted) and likelihood



BARRIER SELECTION

DESIGN: DOES THE 
PROPOSED DESIGN 

OF THE BARRIER MEET 
THE INTENDED 

PURPOSE?

INSTALLATION: HAS 
THE BARRIER BEEN 

INSTALLED 
CORRECTLY?

PREVENTIVE / 
MITIGATIVE BARRIERS

OPERATIONAL : IS 
THE BARRIER CAPABLE 

OF OPERATING 
WITHIN ESTABLISHED 

LIMITS?

PERFORMANCE : 
DOES THE BARRIER 

PERFORM 
EFFECTIVELY AND 
REPRODUCIBLY?



BARRIER OWNER

• Understands all barrier’s functionalities

• Driving barrier life cycle activities 

• Ensuring the barriers are installed as per the design 

• Key role in identification of required activities for 
barrier maintenance 

• Facilitating and ensuring barrier maintenance activities 
in the required frequencies

• Developing and maintaining the relevant procedures for 
maintenance 

• Overall management of the barrier and quality 
assurance

• Providing information for decision making regarding 
changes to the barrier 

• Integrate with risk owner and provide updates on the 
barrier health

• Maintaining Records



RISK CHAMPION

14

Driving risk management activities 

Key role in driving risk governance and reporting 

Facilitating risk notification & endorsement and compilation of 
entity risk information for annual review

Help entity management assess & report emerging risks

Facilitate sharing and communication of key updates on risk 
across entity

Developing and maintaining the relevant section of LOMS 

Overall management of the risk register and quality 
assurance

Providing information for decision making



BARRIER 
MANAGEMENT

Effective Barrier management minimizes the potential of Risk and helps 
preventing a major accident. 

Helps identifying any unhealthy barrier thereby identifying any fault in 
the system

If there are any changes in the barriers w.r.t MOC or maintenance 
issue, barrier management helps in identifying the same

It emphasizes combination of multiple barriers, such as engineering 
controls, administrative procedures, and personal protective equipment, 
to provide a layered defense against risks.

Barrier management helps organizations align with regulatory 
requirements and industry standards. 

It allows managing barrier health that enables managing the Risk 
across the facility lifestyle including the design operating phase 
including the mothballing and commissioning phase.



SUMMARY

Communicate Risk and barrier at Each stage

Ensure Unhealthy barriers are addressed and rectified

Barrier Based Auditing to check the effectiveness of the 
Barrier 

Barrier Awareness Programme 

Scheduled review of barrier Maintenance activities



Thank You 
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